Office of the
Chief Information Officer

Washington State

June 11t 2014

Cloud Strategy Overview




Cloud Strategy

DRAFT \

STRATEGIC
ROADMAP

TSB gives
Presents input and
Issue guidance

Review / OCIO
Approve Publish
Loop




Education and Research

O Hosted a half day Cloud Symposium March 11th
— Business Track: How using cloud services can transform you business

— Development track: accelerating develop through the use of application platforms in the cloud
(PaaS)

— Infrastructure track: benefits of cloud based infrastructure

0 Hosted training opportunities
— Salesforce Developer Day
— Existing cloud services available

Q Annual IPMA event May 21-22"d
— Why cloud

0 Review cloud strategy documents
— Michigan, NC, DHS, White House, Australia, Gartner



Impact of Cloud Approach
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Delivering Cloud-Scale services requires
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Vivek Kundra, U.S. Chief Information Officer

0 “Using cloud computing services, a Federal agency does not need to own data center
infrastructure to launch a capability that serves millions of users

0 “Cloud computing can allow IT organizations to simplify, as they no longer have to
maintain complex, heterogeneous technology environments. Focus will shift from
the technology itself to the core competencies and mission of the agency.”



Cloud Strategy C

“It’s not a technology strategy.... It’s an organizational change strategy.”
- Michael DeAngelo




Cloud Strategy Elements

Business Imperative

e Business value

e Why now?

e How will we measure success?

Policy

¢ Cloud First
¢ |[nvestment decisions

Operational Plan

e Hybrid cloud
e CTS and DES brokering
e Centralized IM and Security

Resources and Support

e Contracts
* Procurement processes
e Guidance (security and records)

Community and Development

e Experts
e Barriers discussion
e Education

Promote Success

e OCIO promoting
e NASCIO awards




¢ Cloud Defined

0 Suppliers manage Business Solution
part of the technology

+ Value add

+ Speed to market
- Less control

a Delivered as a service

Q Essential characteristics

1. Provision yourself

2. Accessible from anywhere

Vendor Ma

3. Shared with other customers

+ Flexibility
+ More control

4. Grow and shrink to need

- Commodity activity

5. Pay based on usage




¢ Cloud Defined
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0 Why Cloud?

O Why Now?

— The state is unable to keep up with the
pace of innovation

— Expectations of citizens
— Can’t compete as an employer
— Opportunity cost

“Our responsibility in government is to achieve the
significant cost, agility, and innovation benefits of
cloud computing as quickly as possible.”

- Vivek Kundra, U.S. Chief Information Officer
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r
I‘ WA “Cloud First” Policy defined

C

Q “When building business solutions, agencies must look to cloud based
services first to maximize the value of the technology approach for the
money and with the appropriate level of security controls.”

0 “Major investments and Legislative requests
will have a bias to adopting cloud services

Project Portfolio Management
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Operational Plan

0 Hybrid cloud
0 CTS laaS public cloud brokering for agencies

— Extend State Governmental Network

Public Cloud
Provider

— Broker public cloud services from 2-3 partners

— Experts at architecting in the cloud

0 DES SaaS public cloud brokering for agencies

— SaaSs based approach to enterprise services

Public Cloud
Provider

— “Manage” common use SaaS solutions ke

0 Identity Management approach

X

O Security approach

-
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Important Introductory Information: ! |
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Q Business architecture o oecsioniens | 2 birst Ckaeerio

— Cloud based contracts “‘amazon UNISYS ~ @okta

webservices™ WM n a:
— Standard T&Cs oS Go gle
S ] mx servicenww
— FAQ and guideline materials verizon

© watchbox  terremark

— Procurement process

@ secistayof siats WA State Archives

Re CO rd S m a n a ge m e nt # | BRANCHES v | RESEARCH v | TEACHERS & STUDENTS | RECORDS MANAGEMENT | IMAGING SERVICES

Records management and the cloud

Cloud computing poses both benefits and risks for Australian Government agencies. Gains in cost and
efficiency need to be weighed up against the risks associated with privacy, security and records
management.

For records management, it is essential for agencies to consider:

» where records will be stored — there may be risks to Australian Government records when thev are

stored outside Australia

the value and nature of the records — the higher the value of the records the more control there need
their integrity. authenticity and reliability

the risks that may arise — different models of cloud service provision will present different risks to r
whether risks can be satisfactorily mitigated — this may depend on the ability to negotiate contracts af
mest legislative obligations.

"Out of the Archives" Ne
Started in October 2013,
with helpful information
collections of the Archive| « retain their integrity, authenticity and reliability

regarding what staff is w « be accessible and retrievable

+ be able to be securely destroved when authorised, or transferred to the National Archives of Australi

Agencies are ultimately responsible and accountable for managing their records wherever they are held. Re

Legislative context

The custody of Australian Government records is governed by section 24 of the Archives Act 1983 Tt pro
conduct that results in the transfer of custodv or ownership of a Commonwealth record unless under exce
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Washington State Department of

Enterprise Services

ABOUT CONTACT

e Jch with us

Q IPMA professional development s = =

Training

. L
D D ES Tra I n I n g Ce nte r Details about our training programs, course descriptions, and more can be Related Topics
J found on the state HR website (hr.wa.gov) using the links below:

Fes | Safe driving and other Risk
‘ Instructor-Led Training Management trainina videos

E » About the Leaming Management System(LMS) WA State Ag | |e C ommun |ty

« LMS Login Screen and Instructions for New User|

° ﬂ - « Browse by Course Title (alphabetical list) Yz Home BA Inbox a Q, Search
Ipma \ I LT © Browse by Category (sorted by subject)
Information Processing « 4 Month Course Schedule (PDF file . e iy,
Management Association : \ ) _> - CA Update B4 Poll P Praise ] Event
+ How to Register " /| Michael DeAngelo
hip - Education - Netw + Reasonable Accommedations =

What are you working on?

.

Training Locations and Maps
Attendance Policy Grou ps®

Top - All . Following

i ini All Netwaork 20+
Dnline and Remote Training _) Michael DeAngelo
)

+ No e-learning courses are currently availably ~ Q Browse Groups / To All Network
=

Enterprise Senvices is actively seeking a new ven == Create Group Here is an article forwarding around about "why govel
developing software." Basically it speaks to governme

- G more waterfall approach to things but it also touches
mﬂmw H Networks - 3 and regulations in government. It makes me wonder
have at the OCIO which may be a barrier to a more a

I'd love to get specific examples of our policies NOT sy
C so we can change them.

Professional
Developmen
SEMINAR

Tuesday, June 17, 2014 code httpy//www.innovationamerica.us/index.php/innovatio
uesday, June |7,

Why Exactly Does The Governm

oulal JLOU  sadly At Software? 0 Co.Labs

community ...

EN A l ' www.innovatiocnamerica.us

Everyone agrees that the governments
become platforms for the services they
citizens--so why is that so hard? Here's

Upcoming

Fvante

How Do I...
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184 Promote Success

DAVE SIZER PHOTOGRAPHY

0 OCIO website promotions of successes for agencies

0 National awards for agencies

Office of the n
Chief Information Officer ( Q

Washington State

Home About Strategies Initiatives Policies Blog Communities

GOVERNMENT TECHNOLOGY

Travel and Expense Management System training now online

Home » Travel and Expense Management System training now online

MAGAZINE SUBSCRIBE NEWSLETTER / NEWS EVENTS REPORTS ] . - o . . .
EOR DIGITAL GOVERNMENT ABOUT | MORE Travel and Expense Management System (TEMS) training used to last 3.5 hours and was held only in person, and only in Olympia.

ENTER FOR Thanks to the eLearning team at Enterprise Services, users can now access TEMS training anline, for free. The training runs just 35

DI G I r~re ! I minutes and is broken into multiple chapters, allowing users to learn as much, or as little, as they need to about the system. Qs
> .

ABOUT Learning Management Systern (LM%} users should log into LM to access the training. If your
GOVERNMENT

| I L4 arganization does not use LMS, you can access a separate version of the training that provides a
certificate of completion.

Contact mame: Rhonda Polidori, eLearning Program Manager, (360) 407-8734

Website: http: [ (www.des.wa gov/services /T /SystemSupport Training /Pages /Enterprise-Systems—
Courses.aspx

NASCIo 2013 State IT
The Digital Government Achievement Awards (DGAA § RecognltIon A_w_arqs

agency and department Web sites and projects at the appicauoi aru g D
infrastructure level. ALL United States and international GOVERNMENT
AGENCIES - all levels and all countries - may enter their actively functioning, fully

4 ! L £ 2 It Tl o VPN LR S Y £l il gl




Cloud Strategy Elements

Business Imperative

e Business value

e Why now?

e How will we measure success?

Policy

¢ Cloud First
¢ |[nvestment decisions

Operational Plan

e Hybrid cloud
e CTS and DES brokering
e Centralized IM and Security

Resources and Support

e Contracts
* Procurement processes
e Guidance (security and records)

Community and Development

e Experts
e Barriers discussion
e Education

Promote Success

e OCIO promoting
e NASCIO awards
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0 Construct strategy document

0 Review with key stakeholders

Q Agency review
Q TSB approval
Q Publish

TSB
Review /
Approve

Loop

TSB gives
Presents input and Drafts
Issue guidance Plan
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